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ABSTRACT 

This white paper provides a comprehensive overview of the security, privacy, and 

compliance framework governing the Nylas cloud communications platform. It outlines the 

organization's multilayered approach to protecting customer data, which integrates robust 

operational security - such as access control, encryption at rest and in transit, and 

continuous system monitoring - with a strong commitment to industry standards like SOC 

2 Type II, HIPAA, PCI-DSS, and ISO 27001. The document further details governance 

structures, including incident response protocols, business continuity planning, and 

rigorous third-party risk management. Additionally, it addresses the controlled use of 

artificial intelligence - emphasizing data minimization, transparency, and strict adherence 

to privacy regulations such as GDPR and CCPA - ultimately serving as a resource to 

ensure the confidentiality, integrity, and availability of the Nylas infrastructure. 

CONTACT For security, compliance, and privacy inquiries, please contact 

security@nylas.com. 
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03 / ARTIFICIAL INTELLIGENCE & DATA PROCESSING 

Controlled, limited, and transparent 

Nylas leverages Al technologies to support specific product features and internal 

operations. These capabilities are implemented in a controlled and limited manner, 

with a focus on protecting customer data and maintaining transparency. Al-powered 

functionality may process user-provided content for purposes such as 

summarization, structuring, or generating insights within defined workflows. 

Nylas applies data minimization principles to Al processing and limits the data 

shared with third-party Al providers to what is necessary. Where third-party Al 

services are used, Nylas conducts vendor due diligence and ensures appropriate 

contractual and security safeguards are in place. 

Nylas does not use customer data to train general-purpose machine learning 

models. Al processing is performed in accordance with applicable data 

protection and privacy requirements, and internal policies and controls 

govern the use of Al technologies - including restrictions on the processing 

of sensitive data where appropriate. 
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